3apeructpupoBano B Muntocte Poccun 14 mast 2013 1. Ne 28375

OEJIEPAJIBHASA CJIYXKBA IO TEXHUYECKOMY U OKCIIOPTHOMY KOHTPOJIIO

ITPUKA3
ot 18 deBpans 2013 r. Ne 21

OB YTBEP)KIEHHUHN COCTABA U COJAEPKXAHUSA
OPITAHM3ALMOHHBIX 1 TEXHUYECKUX MEP I10 OBECIIEYEHHWIO
BE3OINACHOCTH HEPCOHAJIBHBIX JTAHHBIX ITPU NX OBPABOTKE

B THO®OPMAIIMOHHBIX CUCTEMAX ITEPCOHAJIBHBIX JTAHHBIX

CIUCOK N3MEHSIONINX IOKYMEHTOB
(B pex. ITpukaza ®CTOK Poccuu ot 23.03.2017 Ne 49)

B cootBercTBUM ¢ "acThio 4 crathi 19 denepanbHoro 3akona ot 27 uronst 2006 r. Ne 152-®d3 "O
nepcoHaNIbHBIX JaHHBIX" (CoOpanue 3akoHomaTenbcTBa Poccuiickoit @enepamuu, 2006, Ne 31, cr. 3451;
2009, Ne 48, cT. 5716; Ne 52, cr. 6439; 2010, Ne 27, ct. 3407; Ne 31, cr. 4173, ct. 4196; Ne 49, ct. 6409;
2011, Ne 23, cr. 3263; Ne 31, ct. 4701) u Ilonoxenuem o denepanbHoii ciiyk0e MO TEXHHUYECKOMY H
SKCIIOPTHOMY KOHTpOJIIO, YTBEpPKJIeHHbIM Yka3oMm llpesunenta Poccuiickoit @enepanuu ot 16 aBrycra
2004 1. Ne 1085 (Cobpanue 3akonoaarenbctBa Poccuiickont @enepamuu, 2004, Ne 34, ct. 3541; 2006, Ne
49, ct. 5192; 2008, Ne 43, cT. 4921; No 47, ct. 5431; 2012, Ne 7, ct. 818), mpuka3wiBaro:

1. YTBepauts npunaraempie CocTaB M COJACpPKAHUE OPraHU3AIMOHHBIX W TEXHUUYECKHX MEpP IO
obecrniedeHno 0€30MacHOCTH MEePCOHANBHBIX JaHHBIX MPU UX 00paboTKe B MH(DOPMALIMOHHBIX CHCTEMaX
MEPCOHAIIbHBIX TAHHBIX.

2. Ilpusnate yrtpatuBmuMm cuiny npukaz ®CTOK Poccum or 5 despans 2010 r. Ne 58 "O6
yTBepxaeHun [lonosxkeHust o0 MeToax u cmocobax 3amuThl HHPOpMaI B MUHPOPMAIIMOHHBIX CHCTEMaX

MePCOHANIbHBIX JaHHBIX" (3apeructpupoBan MuntoctoM Poccuu 19 despans 2010 r., peructpannoOHHBIHI
Ne 16456).

Jupexrop

denepanbHOM CITYKOBI IO TEXHUYECKOMY
1 DKCIIOPTHOMY KOHTPOJIIO

B.CEJIMH



YTBepKACHBI
npukazoM ®CTIOK Poccun
ot 18 deBpams 2013 . Ne 21

COCTAB U COJEP)KAHUE
OPIAHU3AIIMOHHBIX U TEXHUYECKHUX MEP I1IO OBECIIEYEHHUIO
BE3OITACHOCTH NEPCOHAJIBHBIX JTAHHBIX ITPU UX OBPABOTKE

B MTH®OPMANMOHHBIX CHCTEMAX NEPCOHAJIBHBIX TAHHBIX

Crucok HU3MCHAIOMUX TOKYMCHTOB
(B pex. [Tpukaza ®CTOK Poccum ot 23.03.2017 Ne 49)

I. O01mue momoXKeHus

1. Hactosmmii 1okyMeHT pa3paboTaH B COOTBETCTBUU C 4acThio 4 cTaThil 19 denepanbHOro 3akoHa
ot 27 wromnst 2006 1. Ne 152-®3 "O nepconanbHbix gaHHbX" (CoOpaHue 3akoHOAaTeNbcTBa Poccuiickoit
®denepanun, 2006, Ne 31, ct. 3451; 2009, Ne 48, cT. 5716; Ne 52, cT. 6439; 2010, Ne 27, cT. 3407; Ne 31, cT.
4173, ct. 4196; Ne 49, ct. 6409; 2011, Ne 23, c1. 3263; Ne 31, ct. 4701) u ycraHaBiIMBaeT COCTaB U
coZiep)KaHNEe OPTaHM3ALMOHHBIX W TEXHHYECKHX MEp MO O00eCredyeHHI0 0e30MacHOCTH IMEepPCOHAIBHBIX
JaHHBIX MPH WX 00paboTke B MH(YOPMAIIMOHHBIX CHCTEMax MEPCOHAJbHBIX JAaHHBIX (Jajiee - Mephl Mo
o0ecrie4eHn0 0e30MacHOCTH TEPCOHANBHBIX JAHHBIX) IS KaXIOTO W3 YPOBHEH 3allUIIEHHOCTH
MEPCOHANBHBIX JaHHBIX, YCTAHOBJICHHBIX B TpeOOBaHUSIX K 3alllUTE MEPCOHAJBHBIX JAaHHBIX MPU HX
00paboTke B WH(GOPMAIMOHHBIX CHCTEMAax IMEPCOHAIBHBIX ITAHHBIX, YTBEP)KICHHBIX MOCTAHOBICHHUEM
ITpaButensctBa Poccuiickoit @enepannu ot 1 Hos1Opst 2012 r. Ne 1119 (Cobpanue 3akoHOJaTEIbCTBA
Poccuiickoit ®eneparuu, 2012, Ne 45, ct. 6257).

Mepsl 1o oOecriedeHHI0 0€30MaCHOCTH MEPCOHANBHBIX JAHHBIX MPUHUMAIOTCS JUISl 3alllUThI
MIEPCOHANIBHBIX JaHHBIX OT HENPABOMEPHOTI'O MJIU CIy4alHOrO JOCTyNa K HUM, YHUUTOKEHUS, U3MEHEHMS,
OJIOKMPOBAHHUS, KOITUPOBAHUs, IPEIOCTABIEHUS, PACIIPOCTPAHEHUS NIEPCOHATIBHBIX JAHHBIX, & TAKXKeE OT
WHBIX HEMPABOMEPHBIX JEMCTBUI B OTHOILEHUH IIEPCOHAIBHBIX TAHHBIX.

B Hacrosimiem JOKyMEHTe He pacCMaTpUBAIOTCS BOMNPOCHI obOecreueHus: O6e30MacHOCTH
MIEPCOHANBHBIX JAHHBIX, OTHECEHHBIX B YCTAHOBJICHHOM TMOpPSAKE K CBEACHHUSAM, COCTABIISIIOIIUM
rOCYJapCTBEHHYIO TailiHy, a TakXe Mepbl, CBS3aHHbIE C MPUMEHEHHEM IMHU(PPOBAIBHBIX
(xpunrorpauyecknx) CpeACTB 3alIUThl HUHPOPMAILIUH.

2. be3omacHOCTh MNEPCOHAIBHBIX JAHHBIX NHpU HMX 00paboTke B HHGPOPMALMOHHON cucTeMe
MEPCOHANBHBIX JIaHHBIX (Janee - MHGPOpPMAIMOHHAS cHCTeMa) OOECHeYMBAET ONEpaTop WU JIMIIO,
ocylIecTBIsIoNee 00pabOTKy MEPCOHAIBHBIX JAaHHBIX IO MOPYYEHHIO ONepaTopa B COOTBETCTBUU C
3akoHoJaTenbcTBOM Poccuiickoit denepanum.

st BeIMOTHEHUS paboT 10 00ecTieYeHNI0 0€30MaCHOCTH MEPCOHATBHBIX JAaHHBIX TTPH UX 00paboTKe
B MH(OpPMAIIMOHHON CHUCTEME B COOTBETCTBMU C 3aKOHOJAATENbCTBOM Poccuiickoit denepanuu MOryT
MIPUBJIEKAThCSI HAa JIOTOBOPHOI OCHOBE IOPUAMYECKOE JIMIO WM WHIWBUIYaJIbHBIA MpeArnpUHUMATENb,
UMeEIOIIME JIMICH3HUIO Ha IeATEIbHOCT 110 TEXHUUECKON 3aluTe KOH(pUICHINATbHON HH(OpMAIIHH.

3. Mepsl o obecneyeHno 6€30MacHOCTH MEPCOHATBHBIX JaHHBIX PEATU3yI0TCS B paMKaX CUCTEMBbI
3aIUThI IEPCOHATBHBIX JTaHHBIX, CO3/1aBa€MOM B COOTBETCTBHH ¢ TpeOOBaHUSAMH K 3alIUTE IEPCOHANBHBIX
JaHHBIX TpU UX 00paboTKe B MH(POPMALMOHHBIX CHCTEMaX MEPCOHAIbHBIX JAHHBIX, YTBEPKIECHHBIMHU
nocranoBienueM [IpaButensctBa Poccuiickoit @enepanuu ot 1 HosiOps 2012 r. Ne 1119, u g01KxHBI OBITH
HaNpaBJIeHbl HA HEUTPAIM3ALMIO aKTyalbHbBIX YIP03 0€30MaCHOCTH MEPCOHATIBHBIX JAaHHBIX.

4. Mepsl mo obecredeHHI0 OE30MaCHOCTH IMEPCOHATIBHBIX JAHHBIX PEATU3YIOTCA B TOM YHUCIIE
MOCPEJICTBOM MPUMEHEHHUsI B UH(OPMAIIMOHHON CUCTEME CPEICTB 3aIIUThl HHPOPMALIUH, TPOIIEAIINX B



YCTAHOBJICHHOM IMOPAAKE NPOUCAYPY OLUCHKU COOTBETCTBUSA, B ClIy4asaX, KOrJda IPUMCHCHUEC TAKUX CPECACTB
HGO6XOI[I/IMO JIs HeﬁTpaHHSaHHH AKTYaJIbHBIX YI'PO3 0e30macHOCTH INEPCOHATIbHBIX TaHHBIX.

6. Ouenka 3()(heKTUBHOCTH PEAIM30BAHHBIX B pAMKaX CUCTEMbI 3aIUTHI IEPCOHANBHBIX JAHHBIX MEP
o oOecreueHno 6€30MacCHOCTH MEPCOHANBHBIX JAaHHBIX MPOBOIUTCS ONEPATOPOM CAMOCTOSTEIILHO HIIH C
MIPUBJICYEHUEM HA JOTOBOPHOW OCHOBE IOPUAMYECKUX JIMI U MHAWBHUIYaJbHBIX HpPEINpUHUMATENCH,
MMEIOIIUX JIMIICH3UI0 Ha OCYIIECTBICHUE NIEATEIHHOCTH MO TEXHUYECKOW 3alIuTe KOH(MUICHIIHMAILHOMU
uHpopManuy. YKazaHHas OLIEHKa MPOBOJUTCS HE PEXe OJHOTO pasa B 3 roja.

7. Mepsl mo o0ecriedeHnI0 0€30MaCHOCTH TEPCOHAIBHBIX JaHHBIX MNpU HUX 00paboTke B
roCyJAapCTBEHHBIX WH()OPMAIMOHHBIX CHUCTEMax NPUHUMAIOTCSI B COOTBETCTBUU C TPEOOBAHUSIMH O
3amuTe  WHGOpPMAIUHM, COACpXKAIIeWCs B  TOCYJAPCTBEHHBIX  WH(OPMAIMOHHBIX  CHCTEMAX,
yctanaBiauBaeMbiMu @CTOK Poccun B npenenax CBOMX MOJTHOMOYMH B COOTBETCTBUHU C YAaCThIO 5 CTaThbU
16 ®enepanpaoro 3akoHa ot 27 wurons 2006 r. Ne 149-®3 "OO6 undpopmannu, UHPOPMALUOHHBIX
TEXHOJIOTHX 1 0 3amuTte nHpopmaruu" (Cobpanue 3akoHomarenbcTBa Poccutickoii deneparuu, 2006, No
31, cT. 3448; 2010, Ne 31, ct. 4196; 2011, Ne 15, ct. 2038; Ne 30, ct. 4600; 2012, Ne 31, ct. 4328).

II. CocTaB u comepkanue Mep 1Mo 00ECIIeUeHUI0 OE30TTaCHOCTH
NIEPCOHAJBHBIX JAHHBIX

8. B cocraB Mep 1o obecrieueHHIO O€301MacCHOCTH MEPCOHATBHBIX JAHHBIX, PEATU3YEMBIX B paMKax
CHCTEMbI 3aIUThl NEPCOHAIBHBIX JAAHHBIX C YYETOM aKTyaJlbHBIX YIpo3 0O€30MacHOCTH MEPCOHAIBHBIX
JAHHBIX ¥ IPUMEHSAEMBIX WH(POPMAIIMOHHBIX TEXHOJIOTHIA, BXO/IAT:

UACHTU(PUKAINS U ayTeHTU(UKAIUSA CYOBEKTOB JOCTYIa U OOBEKTOB JIOCTYIIA;
yIIpaBJIEHUE JOCTYIIOM CyOBEKTOB JOCTYIA K 00BbEKTaM JOCTYIIA;
OTrpaHUYEHUE NPOTPaMMHON CPEJIBI;

3al[UTa MAlIMHHBIX HOCHTENeW HH(OpMaluM, Ha KOTOPBIX XpaHATCS U (Miu) oOpabaThIBarOTCS
MIepCOHANIbHBIE TaHHbIE (Jaiee - MalTMHHbIE HOCUTEIH NEPCOHATIbHBIX IaHHBIX);

perucTpanus CoOObITHI 6€30MacHOCTH;

AHTUBMPYCHAs 3alllUTa;

oOHapy>keHHe (Mpe0TBpallleHne) BTOPKEHUH;

KOHTPOJIb (aHAJIN3) 3aILUIIEHHOCTH TEPCOHAIBHBIX JaHHbIX;

o0ecrieyeHne 1eTI0CTHOCTH HH(POPMAITMOHHON CHCTEMBI M IEPCOHATTLHBIX JAHHBIX;

o0ecrieyeHne JTOCTYITHOCTH MEPCOHATBHBIX JaHHBIX;

3alIUTa CPeabl BUPTYATH3AINN;

3alUTa TEXHUYECKUX CPEJICTB;

3a1UTa UHPOPMALIMOHHOM CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U Mepe/laul JaHHBIX;

BBISIBIICHHE HMHIUACHTOB (OJHOTO COOBITHS WJIM TPYIIBI COOBITHIT), KOTOpblE MOTYT NPHBECTH K
cO0sIM WJIM HapyIIEHUI0 (YHKIMOHUPOBAaHUS HMH(OPMALIMOHHOW CHUCTEMBI U (WMJIM) K BO3HUKHOBEHHIO
yrpo3 6€30MacHOCTH NEPCOHAIBHBIX JAHHBIX (Jajiee - MHIIMACHTHI), U pearipoBaHNe Ha HUX;

yIpaBiieHue KOHQUTyparueid WHPOPMAIMOHHOW CHCTEMBI M CHUCTEMBI 3alllUTHl MEPCOHAITBHBIX
JTAHHBIX.

CocraB u coaepxaHue Mep 1o odecreueHno 0€30MacHOCTH ePCOHANBHBIX JaHHBIX, HEOOXOIUMBIX
st oOecrieueHus] KaKIOTO W3 YPOBHEH 3alIUINEHHOCTH TIEPCOHAIBHBIX JAaHHBIX, NPUBEACHBI B
NPUIIOKEHUHU K HACTOSIILIEMY JIOKYMEHTY.

8.1. Mepbl 1o MIAEHTU(UKALUN M ayTEHTU(PHUKAIMHU CyOBEKTOB JOCTyHa M OOBEKTOB JOCTyIa
JOJKHBI  OOecreynuBaTh IMPUCBOCHHE CyOBbEeKTaM M OOBEKTaM JOCTYyIla YHUKAJIbHOTO IpH3HAKa
(umentuduKaTopa), CpaBHECHHE MPEIBIBISIEMOrO0 CYOBEKTOM (0OBEKTOM) JOoCTyma UAeHTU(]HUKATOpa C
MepEeYHEM MPUCBOEHHBIX UACHTHU(HUKATOPOB, a TAKKE MPOBEPKY MPUHAJICKHOCTH CYOBEKTY (OOBEKTY)



JIOCTYIa MPEeIbABICHHOTO UM UACHTU(DHUKATOpa (TTOATBEPKICHUE TIOJUTMHHOCTH).

8.2. Mepbl MO YOpPaBICHHIO JOCTYIIOM CYOBEKTOB JOCTyHa K OOBEKTaM JOCTyIa JIOJIKHBI
o0OecnieunBaTh yIpaBlieHUE MpaBaMU U MPUBHIETUSIMH CYOBEKTOB JOCTYIa, pa3TpaHUYEHUE JOCTYIa
CYOBEKTOB JI0CTyNa K 00BEKTaM JJOCTYIa Ha OCHOBE COBOKYITHOCTH YCTaHOBJICHHBIX B WH(OPMAIIMOHHOM
CUCTEME MpaBWJI pa3rpaHUYCHUs JOCTyMa, a TaKke oOecrneyrMBaTh KOHTPOJIb 3a COOIIOACHHEM ATHX
IIpaBUIL

8.3. Mepbl 1o OrpaHMYECHHUIO TPOTPAMMHOI! CpeJIbl TOIKHBI 00€CTIeunBaTh YCTAHOBKY U (MJIH) 3aIyCK
TOJIBKO Pa3pelIeHHOr0 K CIOIb30BAHUIO B MH(POPMAITMOHHOW CHCTEME MPOTPaMMHOT0 00eCTIeYeHUs NI
UCKJIIOYAaTh BO3MOXKHOCTh YCTQHOBKM U (MJM) 3alycKa 3alpelieHHOrO0 K HCHOJb30BAaHHUIO B
MH(POPMAIIMOHHOHN CHCTEME IPOTPAaMMHOTO 00eCTIeUeHHUs.

8.4. Mepsl Mo 3amMTe MAIIMHHBIX HOCUTENEH NEpCOHATBHBIX JAHHBIX (CPEIACTB 0OpabOTKH
(XpaHeHMs1) IEePCOHANBHBIX JJTAaHHBIX, CbEMHBIX MAIIMHHBIX HOCUTENIEH NEPCOHAIBHBIX JaHHBIX) JOJKHBI
UCKJIIOYaTh BO3MOKHOCTh HECAHKIIMOHUPOBAHHOI'O JIOCTYIA K MAlTMHHBIM HOCUTESIM U XPaHSIIUMCS Ha
HUX IEPCOHAIbHBIM JAHHBIM, & TaK)K€ HECAaHKLMOHMPOBAHHOE HCIIOJIb30BAaHME CHEMHBIX MAIIMHHBIX
HOCHTEJIEH MEPCOHATIbHBIX JIaHHBIX.

8.5. Mepsl o peructpanuu coObITUi 0€30MacHOCTH JOHKHBI 00€CIIeunBaTh COOp, 3aNUCh, XpaHEHUE
U 331Uty HH(GOPMAIUK 0 COOBITHAX 0€30IaCHOCTH B MH(DOPMAIIMOHHON CUCTEME, a TAK)KE BO3MOYKHOCTh
MIPOCMOTpA M aHAIN3a HHPOPMALIUHU O TAKKX COOBITHSIX M pearupoBaHKUEe Ha HUX.

8.6. Meppl MO aHTUBHPYCHOM 3alllUTe JOJKHBI 0OecreynBaTh OOHapyKeHue B MHGOPMAIMOHHOMN
CHCTEME KOMITBIOTEPHBIX MPOTrpaMM JIMOO WHOW KOMIBIOTEPHON HHG(OpMAIH, MpeJHA3HAYCHHON LIS
HECaHKIMOHHUPOBAHHOTO YHUYTOXKEHUS, OJIOKHPOBaHMs, MOIU(DUKAINH, KOMHUPOBAHUS KOMIIBIOTEPHOM
uHbOpMAMK WJIM HEUTpamu3alii CPEICTB 3allUThl MHPOpPMAlWH, a TaKXKe pearupoBaHHE Ha
oOHapyKeHHEe ITUX MPOrpaMM U HHPOpMAIUH.

8.7. Mepsl 110 00HapyKeHUIO (IIPEeJOTBPALLCHHUIO) BTOPKEHHUH JOJKHBI 00ecrieunBaTh 0OHApYKEeHNE
NecTBUI B HMHQPOPMAIMOHHON CHUCTEME, HANpaBlIE€HHBIX Ha HECAHKIIMOHUPOBAHHBIM JOCTYN K
uH(pOpMalnH, CIIelMaIbHbIE BO3CHCTBUS HA MHPOPMALIMOHHYIO CUCTEMY U (WJIN) EPCOHANIbHBIE TaHHbIE
B LEJISIX JOOBIBAHUSA, YHUUYTOXKEHUS, UCKaKEHUSI ¥ OJOKMPOBAHMS JIOCTyNA K MEPCOHATIBbHBIM JIaHHBIM, a
TaK)X€ pearupOBaHKE HA OTU JEHCTBHUA.

8.8. Mephbl o KOHTPOJTIO (aHATM3Y) 3aIUIEHHOCTH TEPCOHATBHBIX JAHHBIX JOJDKHBI 00eCeYnBaTh
KOHTPOJb YPOBHS 3alllMIIEHHOCTH TIEPCOHAIBHBIX TaHHBIX, 00padaThiBa€MbIX B HH(POPMAIIMOHHOM
CHUCTEME, myTeM MMPOBCACHUA CUCTEMATUUYCCKUX MCpOHpI/ISITI/II\/JI 110 AHAJIIN3Yy  3alIUIICHHOCTHU
MH(OPMALIMOHHONW CUCTEMBI M TECTUPOBAHHUIO PAOOTOCIIOCOOHOCTH CHUCTEMBI 3aIUTHI MEPCOHATBHBIX
JaHHBIX.

8.9. Mepnl o obecreyeHno HeJIOCTHOCTH NH(OPMALlMOHHONW CHCTEMBl M MEPCOHAIBHBIX JTAaHHBIX
JOJDKHBL  o0ecrieunBaTh OOHapykeHHEe (PAKTOB HECAaHKLIMOHMPOBAHHOIO HApyUIeHHUsS LEJIOCTHOCTH
HH(l)OpMaHHOHHOﬁ CUCTEMBI U COJACPKAIIUXCA B HeH MNEPCOHAJIBHBIX JAaHHBIX, d@ TAaKXCE BO3MOXHOCTH
BOCCTAaHOBJICHUS WH(POPMALIMOHHON CUCTEMBI U COJEPKAILUXCS B HEW NEPCOHAIBHBIX JIaHHBIX.

8.10. Mepbl 1m0 OOECNEUYEeHUIO JIOCTYITHOCTU IEPCOHAIBHBIX JaHHBIX JOJDKHBI 00ecreunBaTh
aBTOPHU30BAaHHBIN JIOCTYN IMOJIb30BAaTENeH, MMEIOMUX MpaBa 1O JOCTYMY, K MEePCOHAIBLHBIM JIaHHBIM,
cofepKauuMcs B MH(POPMALlMOHHOM  cuUCTeMe, B  IITAaTHOM peXuMe  (PYHKIIMOHUPOBAHMS
MH(OPMALIMOHHON CUCTEMBI.

8.11. Mepsl 10 3amuTe cpesibl BUPTyaTU3aliH JOKHBI HCKITI0YaTh HECAaHKIIMOHUPOBAHHBIA JOCTYI
K TIEpCOHAIBHBIM JIaHHBIM, 00padaThIBA€MbIM B BHPTYaJIbHOW HH(]pacTpykType, U K KOMIIOHEHTaM
BUPTyaJbHOW MH(PaACTPYKTyphl U (WJIM) BO3JCHCTBHE HA HHUX, B TOM YHUCIIE K CPEJICTBaM YIpaBJIECHUS
BUPTYaJIbHOW WHQPACTPYKTYPOI, MOHUTOPY BHPTYaJIbHBIX MaIlWH (TUIIEPBU30PY), CHCTEME XPaHEHUS
JAHHBIX (BKJIIOYasi CUCTEMY XpaHeHUs: 00pa30B BUPTYAIbHOM MH(PACTPYKTYpHI), CETH Mepeaaydl JaHHBIX
gyepe3 3JIEMEHThl BUPTYaIbHOM Wi (pU3HUecKoid HHPPACTPYKTYpPbI, FTOCTEBBIM ONEPALIMOHHBIM CUCTEMAM,
BUPTyaJIbHBIM MaIlIMHaM (KOHTEHHEpaM), CHCTEME U CETH PEIUIMKAINK, TEPMUHAIBHBIM U BUPTYaJIbHBIM
YCTPOMCTBaM, a TAKXKE CUCTEME PE3EPBHOIO KOIIMPOBAHUS U CO3ABAEMBIM €10 KOTIHSM.



8.12. Mepbl 110 3al1UTe TEXHUYECKUX CPEACTB JOJKHBI UCKIII0YaTh HECAHKIIMOHUPOBAHHBIN JOCTYII K
CTallMOHAPHBIM TEXHUYECKUM CpEICTBaM, OOpa0aThIBAIOIIMM IEPCOHANBHBIC JIaHHBIE, CpPEICTBaM,
obecnieunBarOIUM (HYHKIMOHUPOBAHUE HH(DOPMAIIMOHHOW CHUCTEMBI (J1ajee - cpencTBa oOecredeHUs
(YHKIIMOHUPOBAHUS ), © B TIOMEIICHUS, B KOTOPBIX OHU IOCTOSTHHO PACIIOJIOKEHBI, 3alIUTY TEXHUYECKUX
CpCACTB OT BHCHIHUX BOSHGﬁCTBHﬁ, a TaKKC 3alllUTy NCPCOHAJIBHBIX HAHHBIX, MPCACTABJICHHLIX B BU/C
WH(POPMATHUBHBIX JICKTPUUICCKUX CUTHAJIOB U (PU3UUECKUX MOJICH.

8.13. Mepsl 1o 3amuTe HHPOPMAITMOHHON CUCTEMBI, €€ CPEICTB, CUCTEM CBS3HU U NIEPeIaun JaHHBIX
JOJDKHBI 00€CIeurBaTh 3allUTy TEPCOHAIBHBIX JaHHBIX MPH B3aHMMOACHCTBHH HH(POPMAIIMOHHOM
CUCTEMbl WJIM €€ OTICIbHBIX CErMEHTOB ¢ HWHBIMH HMHQPOPMAIIMOHHBIMA CHCTEMaMH U
MH()OPMAIIMOHHO-TEIICKOMMYHUKAITMOHHBIMU ~ CETSIMH ~ TIOCPEJICTBOM  NMPUMEHEHHSI  apPXUTEKTYPHI
WH(POPMAITMOHHON CHCTEMBI W TPOCKTHBIX PEIICHHI, HANpaBICHHBIX Ha OOecredyeHre O0e301MacHOCTH
MEPCOHAJIbHBIX TAHHBIX.

8.14. MepH 10 BBIABJICHHUIO HWHIUJICHTOB MW PCArHPOBAHHMIO Ha HHX JOJIKHBI obecneynBaTh
O6Hapy)K€HI/I€, I/IIIGHTI/I(bI/IKaLII/IIO, aHaJIn3 MHIOUICHTOB B I/IH(i)OpMaIII/IOHHOI\/JI CUCTCME, a TAKKC IMPHUHATHUC
MCEP IO YCTPAHCHUIO U NPCAYIIPCIKIACHUIO HHIIUJICHTOB.

8.15. Mepbl no ympaBlieHHIO KOHurypauueid MHGOPMAIMOHHON CHUCTEMBI M CHUCTEMBbI 3aIIUThHI
MEPCOHANBHBIX  JaHHBIX  JOJDKHBI  OOECIeYMBATh  YIPABICHHEC W3MCHCHHSIMH  KOH(UTYpaIuH
MH(OPMALIMOHHONW CHCTEMBbl U CHUCTEMBbl 3alUThl MEPCOHAIBHBIX JAHHBIX, aHAIW3 MOTEHIIMAIHLHOTO
BO3JICHCTBUS TUTAHUPYEMBIX H3MCHCHHI Ha oOecrieueHre 0e30MacCHOCTH MePCOHATBHBIX JIAHHBIX, a TAKKE
JOKYMEHTHUPOBAHUE ITHX U3MEHEHUH.

9. Be1bop Mep no obecrieueHnio 6€30MacHOCTH MEPCOHAIBHBIX IAHHBIX, MOJICKAITUX PeaTn3allii B
WHGPOPMAIIMOHHOM CUCTEME B paMKaX CUCTEMBbI 3alllUThI IEPCOHATBHBIX TAHHBIX, BKITFOUACT:

ornpeneneHue 6a3oBoro Habopa Mep 1o obOecreyeHHro Oe30MaCHOCTH MEPCOHAIBHBIX JaHHBIX Ui
YCTAHOBJIEHHOT'O YPOBHS 3aIUIIIEHHOCTH EPCOHAIbHBIX JAHHBIX B COOTBETCTBUHU ¢ 0a30BBIMU HabOpamu
Mep 1o OoOecmeyeHHI0 O€30MacCHOCTH IEPCOHAIBHBIX JIaHHBIX, NPUBEACHHBIMU B MPUIOKEHUH K
HACTOAILIEMY JJOKYMEHTY;

ajanTtanuo 6azoBoro Habopa Mep 1o odecredeHo 0€30NaCHOCTH MEPCOHATIBHBIX JAHHBIX C yYETOM
CTPYKTYPHO-(DYHKIIMOHAJIBHBIX ~ XapaKTEPUCTUK  HMH(DOPMAIMOHHOW  CUCTEMbI, HMH(OPMAIIMOHHBIX
TEXHOJIOTUI, 0COOEHHOCTEW (PYHKIIMOHUPOBAaHUS NH()OPMALIMOHHON CUCTEMBI (B TOM YHCIIE UCKIIOYEHHE
u3 06a3oBoro Habopa Mep, HEMOCPEJCTBEHHO CBS3aHHBIX C HMH()OPMAIMOHHBIMU TEXHOJOTUSMH, HE
HCIO0JIb3YEMBIMU B MUH(POPMAIIMOHHOM CUCTEME, WIIH CTPYKTYPHO-(DYHKIIMOHAIBHBIMU XapaKTEPUCTHKAMU,
HE CBOMCTBEHHBIMU MH(POPMALIMOHHON CUCTEME);

YTOUHEHHUE aJanTUPOBAHHOTO 0a30BOT0 HabOpa Mep Mo 00ECIeYeHUI0 OE30MACHOCTH MEPCOHATBHBIX
JAHHBIX C YYETOM HE BBIOPAHHBIX paHee Mep, MPUBEACHHBIX B MPUIOKEHUH K HACTOAIIEMY JTOKYMEHTY, B
pe3ysibTaTe dYero OMPENCIIIIOTCS Mepbl M0 00eCHeYeHHI0 OE30MaCHOCTH TEPCOHAIBHBIX JIaHHBIX,
HaMpaBlIEHHbIE HA HEUTPAM3AIMI0 BCEX aKTYaIbHBIX yrpo3 0€30MacHOCTH MEPCOHATBHBIX JAHHBIX IS
KOHKPETHOU MH()OPMAITMOHHON CUCTEMBI;

JIOTIOJTHEHNE YTOYHEHHOTO aIalTHPOBAHHOTO 0a30BOr0 Habopa Mep 1mo odecreueHnto 0€30MacHOCTH
MEPCOHANBHBIX JIAHHBIX MEpaMH, 00ECIIEUNBAIOIINMHU BBITTOJIHEHUE TPEOOBAHUI K 3aIIUTE MEPCOHATBHBIX
JAHHBIX, YCTAHOBJICHHBIMH WHBIMA HOPMAaTHUBHBIMH IIPABOBBIMH aKTaMH B 001acTH oOecredYeHHs
0€30MacHOCTH MEePCOHATBHBIX TAHHBIX M 3aIIUTHI HH()OPMAIIUH.

10. I[Ipu HEBO3MOKHOCTH TEXHMUYECKOM peann3alui OTAeNbHBIX BRIOPAHHBIX MEP MO 00ECTIeueHUI0
0€30IMaCHOCTH TIEPCOHAILHBIX JTAHHBIX, @ TAKXKE C YIETOM YKOHOMHUYIECKON IeJIeCO00Pa3HOCTH Ha dTarax
amanrtanuu 6a3oBoro Habopa Mep W (MIM) YTOYHEHHS aJalTHPOBAHHOTO 0a30BOTO HAOOpa Mep MOTYT
pa3pabaThIBaThCsI MHBIEC (KOMITEHCUPYIOIIHE) MEPhI, HAPABJICHHBIC HA HEHTPATU3AIINIO aKTyaIbHBIX YTPO3
0€30MacHOCTH MEePCOHATBHBIX TAHHBIX.

B srom cnydae B xone pa3paOOTKU CHUCTEMbl 3alllUThl MEPCOHANBHBIX JaHHBIX IOHKHO OBITH
IPOBEICHO OOOCHOBAaHWE TPHUMEHEHHUS KOMIICHCHPYIOUIMX Mep Ui oOecreueHHuss Oe30macHOCTH
MEePCOHANBHBIX JaHHBIX.



11. B ciydae ompeneneHuss B COOTBETCTBUU C TpeOOBaHUSAMHU K 3alllUTe MEPCOHAIBHBIX MPU UX
00paboTke B MHGOPMALMOHHBIX CUCTEMAX MEPCOHAIBHBIX JAHHBIX, YTBEP’KACHHBIMU IOCTAHOBIIEHUEM
IIpaButenscTBa Poccuiickoit @enepaunn ot 1 Hos0pst 2012 r. Ne 1119, B xauecTBe akTyaJbHBIX yrpo3
0€30I1aCHOCTH NEPCOHANbHBIX AAHHBIX 1-T0 M 2-TO TUIIOB JONOJIHUTEIBHO K MepaMm I0 00ecHeueHHIo
0€30MacHOCTH TEPCOHATBHBIX [aHHBIX, YKAa3aHHbIM B IIYHKTE & HACTOSIIEro JOKYMEHTa, MOTYT
IPUMEHSATHCS CIETYIOLINE MEPBI:

IPOBEPKA CUCTEMHOTO U (MJIM) MIPUKJIAJAHOTO POrPaMMHOI0 00ecreueHu s, BKI0Yask IpOrpaMMHBIH
KO/, Ha OTCYTCTBHE HEICKJIAPUPOBAHHBIX BO3MOXKHOCTEH C HCIIOJIb30BAaHHEM aBTOMAaTHU3MPOBAHHBIX
cpenctB u (Mau) 06e3 UCTIOJIb30BaHUS TAKOBBIX;

TECTUPOBaHUE UH()OPMAITMOHHON CHCTEMBI Ha TPOHHUKHOBEHUS;

UCIIOJIb30BaHNE B MH(POPMAIIMOHHON CHCTEME CHCTEMHOTO M (MJIHM) MPHUKIATHOTO MPOTPAMMHOIO
o0ecnieueHus, pa3pabOTaHHOTO C UCIIOJIB30BAHUEM METOJIOB 3aIIUIEHHOTO IPOrPAMMUPOBAHHSL.

12. TexHudeckue Mepsl 3alLUThI IEPCOHAIBHBIX JAHHBIX PEAIU3YIOTCS IIOCPEACTBOM IIPUMEHEHUS
CPEICTB 3alIUThl MH(OpMalMU, B TOM YHUCIE MPOrPpaMMHBIX (IIPOrpaMMHO-aNMapaTHbIX) CPEACTB, B
KOTOPBIX OHU PEaIM30BaHbl, UMEIOLIUX HEOOX0UMble (PYHKIIMU 0€30MacCHOCTH.

[lpu wucnonb30BaHMM B MHPOPMALMOHHBIX CHUCTEMax CEPTU(GUIMPOBAHHBIX IO TPEOOBAHHIM
6e3omacHOCTH UH(OPMALIUU CPEJICTB 3aLTUTHl HHPOPMAIIH:

B MH(OPMALMOHHBIX cHCTeMaxX | ypOBHS 3alIMIIEHHOCTH MEPCOHANBHBIX TaHHBIX MPUMEHSIOTCS
CpeliCcTBa 3aIMTHl HH(OPMAIIMK HE HIDKE 4 KJlacca, a TAK)Ke CPEICTBA BHIUUCIUTEILHON TEXHUKHU HE HIDKE
5 kJacca;

B I/IH(i)OpMaHI/IOHHLIX cUucremMax 2 ypOBH?I 3AIMUIIICHHOCTHU HepCOHaJII)HI)IX JTAHHBIX HpI/IMeHﬂIOTCﬂ
CpeJlCcTBa 3alMThl HH(OPMAIIUK HE HIDKE 5 Kilacca, a TAK)Ke CPEICTBA BRIUUCIUTEILHON TEXHUKHM HE HUKE
5 Kiacca;

B I/IH(l)OpMaIII/IOHHI)IX cucremMax 3 ypOBHSI 3AIMUIIICHHOCTHU HepCOHaJ'II)HI)IX JAaHHBIX HpI/IMeHSIIOTCSI
CpeICTBa 3alIUThl HH(pOpPMAIINK HE HIKE 6 KIlacca, a TAKXKe CPeJICTBA BEIUMCIUTENFHOM TEXHUKHU HEe HIKE
5 Kiacca;

B I/IH(l)OpMaIII/IOHHI)IX CUCTCMax 4 ypOBHSI 3AIMUIIICHHOCTHU HepCOHa.TII)HI)IX JaHHBIX HpI/IMeHﬂI-OTCSI
CpeICTBa 3alIUThl HH(pOpPMAIINK HE HIKE 6 KIlacca, a TAKXKe CPEICTBA BEIYUCIUTENbHON TEXHUKU HE HUXKE
6 kiacca.

Kiacchl 3a1UThl OnpeesstoTCs B COOTBETCTBUU C HOPMAaTUBHBIMU ITPABOBBIMH AKTaMU, U3JaHHBIMHU
B COOTBETCTBMHM C noAnyHKTOM 13.1 nmynkra 8 Ilonoxenus o @enepaibHON CayXk0€ O TEXHUYECKOMY U
SKCIIOPTHOMY KOHTpPOIIIO, YTBepKIAeHHOTro Yka3zoMm IIpesunnenta Poccuiickoit denepanuum ot 16 aBrycra
2004 r. Ne 1085.

[Ipu wucnonb3oBaHMM B  UHQPOPMAIMOHHBIX CHUCTEMaxX CpPEICTB  3alUThl  HHQOpMAIHH,
CepTH(QHUIMPOBAHHBIX 11O TPeOOBaHUAM 0€30MacHOCTH MH(POPMAIIUH, YKa3aHHbIE CPEJICTBA JIOJIKHBI ObITH
cepTU(ULMPOBAHBl HA COOTBETCTBHE OOs3aTENbHBIM TpeOOBaHMSIM IO OE30MaCHOCTH HH(pOpMaLNH,
YCTaHOBJICHHBIM HOPMATUBHBIMH TPAaBOBBIMH aKTaMH, WM TPeOOBaHUSM, YKa3aHHBIM B TEXHUYECKUX
YCIOBHSX (3aJaHUSX 11O OE30MaCHOCTH).

@yHKIMH 0€3011aCHOCTH CPEACTB 3AIMUTHI MH()OPMALIUU JTOJKHBI 00eCTIeYnBaTh BRIITOJIHEHNE MEp IO
obecrieyeHn o 6e30MacHOCTH MEPCOHATBHBIX JAHHBIX, COAEPIKAIINXCS B HACTOSIIEM IOKYMEHTE.

st o6ecniedenns 1 u 2 ypoBHEH 3alUIIIEHHOCTH MEPCOHANBHBIX TAHHBIX, a TAKXKE TSI 00SCTICUCHHS
3 YpOBHS 3alMINEHHOCTH IEPCOHAIBHBIX JAHHBIX B WH(MOPMAIMOHHBIX CHUCTEMax, I KOTOPBIX K
aKTyaJIbHBIM OTHECEHBI YTpo3bl 2-TO THIA, MPUMEHSIOTCA CEePTHUPHUIMPOBAHHBIE CPEJICTBA 3alllUTHI
uHpoOpMalKY, MPOrpaMMHOE OOecledeHHe KOTOPBIX IMPOIUIO MPOBEPKY HE HUXKE 4eM 10 4 ypOBHIO
KOHTPOJISI OTCYTCTBUS HEAECKJIAPUPOBAHHBIX BO3MOKHOCTEH.

(. 12 B pen. Tpukaza ®CTIK Poccun ot 23.03.2017 Ne 49)

13. IIpu ucnonp30BaHWU B MHGOPMAIIMOHHBIX CUCTEMaX HOBBIX WH()DOPMAIMOHHBIX TEXHOJOTHHA H
BBISIBJICHUU JOIIOJTHUTCIILHBIX YIpO3 6630H3_CHOCTI/I NECPCOHAIBHBIX NAHHBIX, IJI1 KOTOPBIX HC OMPCACIICHLL



Mepbl obecneueHusi HX O€30MaCHOCTH, JOJDKHBI Pa3pabaThIBaTbCs KOMIICHCHUPYIOIIME MEphl B
COOTBETCTBUHM € MYHKTOM 10 HacTosIero 10KyMeHTa.



[Ipunoxxenue

k CocTaBy U coAep>KaHUIO
OpPTraHU3aIMOHHBIX U TEXHHYECKUX
Mep Mo 00ecTieUeHHI0 O€30IaCHOCTH
MIEPCOHAIBHBIX JaHHBIX MIPH UX
00paboTke B MHPOPMAITMOHHBIX
CUCTEMax MEPCOHABHBIX JaHHBIX

COCTAB 1 COAEP’)KAHHUE
MEP 110 OBECITEYEHHNIO BE3OITACHOCTH IIEPCOHAJIBHBIX TAHHBIX,
HEOBXOJIUMBbIX JIJI OBECIIEUEHM A KAXOT'O 13 YPOBHEN
SAINIMIIEHHOCTHU ITEPCOHAJIBHBIX JAHHBIX

YcnoBHoe Copepxanuie Mep 1o o0ecreueHnto 6€30MacCHOCTH | Y POBHU 3aIUIIEHHOCTH
0003Ha4YeHHE U MEPCOHAIIBHBIX JTAHHBIX NIEPCOHATBHBIX JTAaHHBIX
HOMEpP MepbI

4 3 2 1

I. Unentudukanus u ayreHTruKanus cyobeKkToB JocTymna u 00bexToB goctyna (MAD)

NAD.1 Wnentudukanus u ayreHTH(GUKAIUS MOIb30BaTeNe, | + + + +
SIBJISTFOIIUXCS pA0OOTHUKAMH OTIepaTopa

NAD.2 WNnentudukanus v ayrTeHTUPUKALUSI YCTPOUCTB, B TOM + +
YHCJIe CTAllMOHAPHBIX, MOOUJIBHBIX U MOPTATUBHBIX

NAD.3 VYnopasnenue wuaeHtudukaropaMu, B TOM uucie| + + + +
CO3/IaHuE, IIPUCBOCHHUE, YHUYTOXKEHUE
UACHTUPHUKATOPOB

NAD.4 VYnpaBieHue cpeicTBaMu ayTeHTH(HKalMW, B ToM| + + + +
yucllie  XpaHEHHWe,  Bblaya,  HMHULUAIM3aLM,

OJIOKMPOBAHUE CPEICTB AyTEHTU(PUKALUU U IPUHSITHE
Mep B cllydae yTparbl U (WJIM) KOMIIPOMETAIluu
CpEeICTB ayTeHTU(DHUKAITUN

NAD.5 3ammra oOpaTHOM CBA3U pu BBOJIE| + + + +
ayTeHTU()UKALMOHHONW NHpOpMaLuu

NAD.6 WUnentudukanus v ayTeHTUPHUKALUS MOIb30BaTene,| + + + +
HE SBJIOMIMXCS PaOOTHUKAMM oreparopa (BHEIIHUX
0JIb30BaTeNei)

II. YopaBnenue 1ocTynom cyobeKToB JocTyma kK o0bekTam goctyna (YIII)

VI 1 VYnupasnenue (3aBeieHUE, aKTHBAIHS, OJIOKUPOBaHUE U | + + + +
YHUUYTOXKEHHUE) YUETHBIMU 3aITUCSIMU TIOJIb30BATENCH, B




TOM YHCJIC BHEITHUX I10JIb30BaTeIICH

VIIJI.2

Peanuzamnus HEOOXOIMMBIX METOJIOB
(MMCKPEIMOHHBIA, MaHJATHBIM, POJICBOM WM WHOH
METO/), TUIIOB (YUTCHHUE, 3aIKCh, BBIIOJIHEHUE WIH
WHOM THI) W MPaBHWJI Pa3rpaHUUCHHUS TOCTYIIa

VL3

VYupasnenue (punbTpamms, MapIIpyTH3anus,
KOHTPOJIb COCTMHEHUH, OHOHANPABICHHAs TIepeaada
U HMHbIE CHOCOOBI yIpaBiieHUs) WH(POPMALMOHHBIMU
MOTOKAMH ~ MEXAy  YCTPOWCTBAMH, CErMEHTaMH
WHPOPMALIMOHHON  CHUCTEMBI, a TaKXe MEXIy
MH(QOPMAIIMOHHBIMU CHCTEMaMHU

VIIJ1.4

Pa3znenenne momHomoumii (posieit) moab30BaTENEH,
aIMHUHHACTPAaTOpPOB M JHI,  O0ECHEYMBAIOIINX
(GyHKIMOHMPOBaHUE HH()OPMAITMOHHON CHCTEMBI

VIS

Ha3nauenue MHMHUMQJIBHO HEOOXOJUMBIX IIpaB M
NPUBUJICTUI TONB30BATEISIM, aJIMUHHCTPATOpaM U
aunaM, — o0eCHeuuBaOIMM  (YHKIIMOHMPOBAHHE
MH(POPMAIIMOHHON CUCTEMBI

YII/L.6

OrpaHuyeHrue HEYCIELIHBIX IMONBITOK BXOJa B
MH(OPMALIMOHHYIO CUCTEMY (moctyna K
MH(OPMAIMOHHOM cucTeMe)

VIIJL7

[IpenynpexaeHue TMONb30BaTeNlsi NPU €ro BXOJAE B
WHPOPMAIIMOHHYI0  CUCTEeMy O TOM, 4YTO B
MH(OPMALIMOHHON CHCTEME pealn30BaHbl MEphI IO
obecrniedeHno 0€30MacHOCTH MEPCOHANBHBIX JaHHBIX,
U 0 HeoOXOIUMOCTU COOJIIOJIEHUSI YCTaHOBJIECHHBIX
OlepaTopoM TpaBuil OOpPabOTKH  TEPCOHATBHBIX
JTAaHHBIX

VIIA.8

OmnogserieHue MoIb30BaTeNs MOCIE YCHEIMIHOTO BX0Aa
B HMH(OPMAIMOHHYIO CHUCTEMY O €ro MpeIblaylieM
BX0/1¢ B UHQOPMALIMOHHYIO CUCTEMY

VIIJL.9

OrpaHuueHue 4uciia napajjiesibHbIX CEaHCOB J0CTyNa
I KaXIO0M  YYEeTHOM  3aluCH  IOJb30BaTeNs
MH(OPMAIIMOHHON CUCTEMBI

VIIJL.10

brnokupoBanue ceanca noctyna B WH(OOPMAIMOHHYIO
CUCTEMY rmocie YCTaHOBJICHHOTO BpEMEHU
0e3neicTBUs (HEaKTUBHOCTH) TOJB30BATENST WM TI0
€ro 3anpocy

VL1

Pazpemienne (3amper) aAeMCTBUN MOJIb30BaTeleH,




pa3peleHHbIX 10 UACHTU(DUKAIIMY U ayTeHTUPHUKAITTT

VIIJL.12

[Monnepkka U coxpaHeHHe aTpuOYTOB OE30IMaCHOCTH
(MeTok 0€30IMacHOCTH), CBSA3aHHBIX ¢ HH(pOpMaIuel B
MIPOILIECCE €€ XpaHeHUsI U 00pabOTKH

VIIJL.13

Peanu3zanus 3aiUIeHHOr0 YAaJCHHOTO JIOCTyIa
CYOBEKTOB JIOCTylla K OOBEKTaM JOCTyla dYepes
BHEIIHHE HH(OPMAIIMOHHO-TEJICKOMMYHUKAIIMOHHBIC
ceTu

VL. 14

Pernamentanus ¥ KOHTPOJb HCIIOJIB30BAHMS B
MH(POPMAIIMOHHOM cucreme TEXHOJIOTUI
0ecrpoBOIHOTO AOCTYIA

VIL15

PernmameHTanuss W KOHTPOJb HCIIOJIB30BaHHS B
WH(POPMAIIMOHHOKN CHCTEME MOOMIIBHBIX TEXHHUYECKUX
CpENCTB

VIIJI.16

VYnpasiieHue B3auMoIeCTBUEM ¢ HTHPOPMALIMOHHBIMU
CHCTEMaMH CTOPOHHHX OpraHu3alui (BHEUIHHE
MH(pOPMAITMOHHBIE CHCTEMBI)

VIIJL17

ObecrieyeHre  JOBEPEHHOM  3arpy3Kd  CpEJICTB
BBIYMCIIUTEIILHON TEXHUKU

[II. Orpannuenue nporpammuoii cpensl (OI1C)

OIIC.1

VYrpasnenue 3amyckomM (00paleHusIMH ) KOMIIOHEHTOB
MpPOrpaMMHOTO  oO0ecredeHus, B TOM  YHCIE
ompe/ielIieHUe 3amyCKaeMbIX KOMIIOHEHTOB, HACTPOMKa
rapaMeTpoB 3allyCka KOMIIOHEHTOB, KOHTpOJIb 3a
3aITyCKOM KOMIIOHCHTOB ITPOrpaMMHOI'O oOecrieyeHus

OIIC.2

VYpasnenue YCTaHOBKOH (uHCTAMIALKEN)
KOMITOHEHTOB IPOTPaMMHOI0 0OecleyeHusl, B TOM
4luClIe OIpENeICHHE KOMIIOHEHTOB, IOJIEkKAIINX
YCTaHOBKE, HAcTpoWKa TMapaMeTpoB  YCTaHOBKH
KOMIIOHEHTOB, KOHTPOJIb 3@ YCTAHOBKON KOMIIOHEHTOB
MPOTrpaMMHOTO 00eCTIeUeHUs

OIIC.3

VYcTaHoBKa (MHCTAISALUS) TOJBKO Pa3pelieHHOro K
MCIOJIb30BAaHUIO MPOTPAaMMHOI0 obecriedeHust 1 (1)
€ro KOMIIOHEHTOB

OIIC.4

VYnpaBieHue BpeMEHHbIMU (QaiiiaMu, B TOM YHCIE
3alpeT, paspellieHue, I[EPEeHANpaBlIeHUE 3allucH,
yllaJleHrue BpeMEHHbIX (haiiioB




IV. 3amuTa MalmMHHBIX HOCUTENEH MepcoHaNbHBIX AaHHBIX (3HI)

3HU.1

Yyer MalIMHHBIX HOCUTEIICH MNEPCOHATIBHBIX TaAHHBIX

3HNU.2

praBHeHI/Ie JOCTYIIOM K MAalIMHHBIM HOCHUTCIISAM
MEPCOHANIBHBIX JaHHBIX

3HI.3

KonTposp mnepemenieHuss MaIIMHHBIX HOCHUTENEH
MEPCOHAIIBHBIX JTAHHBIX 32 MPEIEIbl KOHTPOJIUPYEMOM
30HBI

3HIN.4

Hcximoyenne BO3MOKHOCTH HECAHKIIMOHUPOBAHHOTO
O3HAKOMJIGHHSI C  COJIEP)KAaHHEM IEepCOHAIBHBIX
JTAaHHBIX, XPAHSIIUXCS HAa MAIIMHHBIX HOCUTEISX, U
(uM) UCMONB30BAaHUS HOCUTENIEH IEPCOHAIbHBIX
JaHHBIX B MHBIX HH(POPMAIIMOHHBIX CHCTEMax

3HIN.5

KonTpone wucnonp3oBaHuss HWHTEPPEHCOB  BBOAA
(BpIBOJIa) WHGpOpMAMK HA MAIIUHHBICE HOCHUTEIU
MIEPCOHATBHBIX TAHHBIX

3HU.6

Konrpons BBOma (BbIBOma) wuHpOpManuM Ha
MAaIIMHHbIE HOCUTENN IEPCOHANBHBIX JTaHHBIX

3HN.7

KoHTposib MOAKIIOYEHHS MAIIMHHBIX HOCHUTENEH
MEPCOHAIIBHBIX JAHHBIX

3HIN.8

YHuutokeHue (CTupaHue) WM 00e3IMYMBaHUE +
MEPCOHANBHBIX JAHHBIX HA MAIIMHHBIX HOCUTEISAX MTPU
UX Tepefadye MEXAy I0JIb30BaTeNIsIMU, B CTOPOHHUE
OpraHM3alMM Uil PEMOHTA WM YTUIN3ALUH, a TaKXKe
KOHTPOJIb YHUUTOKEHUS (cTupanus) WIn
00e3TMYMBaHMs

V. Peructpanust coositii 6ezonacHoctu (PCB)

PCB.1

Omnpenenenue coObITHI OE30MACHOCTH, MOANEKAIUX | + +
PETUCTpAIINH, U CPOKOB UX XpaHEHUS

PCB.2

Omnpenenenue cocTaBa M coJepKaHusg UHPOPMALUU O | + +
COOBITHSAX 0O€30MaCHOCTH, MOJIJIEKAITNX PETUCTPALIUN

PCB.3

C6op, 3anuch U XpaHeHHE WHPOPMALIUU O COOBITHSX | + +
0€30MacHOCTH B TEYEHHE YCTAHOBJIEHHOTO BPEMEHH
XpaHEHUS

PCb.4

PearupoBanue Ha cOOM TpH PETUCTPALMH COOBITHIA
6€3OHaCHOCTI/I, B TOM HUCIEC arrapaTHbIC u
MporpaMMHBIE OIMMUOKH, cOOM B MeXaHuU3Max cOopa




uHdpopMallud M JOCTHIKEHHE  Ipeaena WU
MEePETIOTHCHHS 00beMa (EMKOCTH ) TIaMSITH

PCB.5 MonuTopuHr  (IIPOCMOTp, aHAIU3) PE3yJbTAaTOB
perucTpanuu coObITHI 6€30MaCHOCTH U pearnpoBaHHe
Ha HUX

PCB.6 ['eHepupoBaHue BpeMEHHBIX METOK ®  (WIH)
CHHXPOHH3AIIHS CHUCTEMHOTO BpEMEHU B

MH(POPMAIIMOHHOHN cUCTEME

PCB.7 3ammTa HHGOPMAIHK O COOBITUAX 0€30TaCHOCTH + +

VI. AutuBupycHas 3amuta (AB3)

AB3.1 Peanuzanus aHTUBUPYCHOMW 3aILUThHI + +

AB3.2 OOHoBiieHHE 0a3bl JaHHBIX MPU3HAKOB BPEJOHOCHBIX | + +
KOMIIBIOTEPHBIX NPOrpamMm (BUPYCOB)

VII. O6napyxenue Bropxkenunii (COB)

COB.1 OObHapy>keHue BTOp>KEHUN

COB.2 OOHoBIIeHHE 0a3bl pelIaroIUX MPABUI

VIII. Kontposnb (aHanu3) 3aliMIEeHHOCTH IEpCOHANIbHBIX JaHHbIX (AH3)

AH3.1 BrisiBnenue, aHanus ys3BUMOCTEH MH(POPMAIMOHHOMN +
CUCTEMbl U  OINEpaTUBHOE YCTPAaHEHHWE BHOBb
BBISIBJICHHBIX YSI3BUMOCTEN

AH3.2 KonTpons ycraHOBKM OOHOBIEHMH MporpaMMmHoro| + +
obecrieyeHus, BKIOYas OOHOBJIEHHE MPOrPaMMHOI0
o0ecrniedeHus: CpeICTB 3alIUThl UHPOpMALIUU

AH3.3 KonTpons paboTocrnocoOHOCTH, apaMeTpoB +
HAaCTpOWKM M TPABWIBHOCTH (DYHKIIMOHHUPOBAHUS
MPOTPAaMMHOTO OOECTICYeHHST ¥ CpPEACTB 3allUTHI

uHpopMauu

AH3.4 Kontpouns cocraBa TEXHUYECKHUX CPEICTB, +
IPOrpaMMHOT0 OOECIeYeHHss M CpPEeACTB 3aIlUThI
nHpopManuu

AH3.5 KoHTposns mpaBun reHepanuMu M CMEHBI IapoJied

MOJIb30BaTeNe, 3aBeleHUs U yHaJIeHHs] YUYETHBIX
3alMCed  IOJb30BaTENeH, pealM3aluyd  IPaBUII
pa3rpaHu4eHus JOCTYIA, TOJTHOMOYHH MMOJb30BaTEIEH




B MH(OPMALIMOHHON CHCTEME

IX. O6Gecrieuen

We 1EJIOCTHOCTH H(OPMAITMOHHOM CHCTEMBI U IEPCOHANBHBIX naHHbIX (OLLJI)

OLUL1

KoHTposib 11€10CTHOCTH TPOrpaMMHOTO 00eCIeueHus,
BKJIIOYAsI IPOTPAMMHOE 00ECIICUCHUE CPEJICTB 3AIIUTHI
nHpopmaruu

+

+

OLlJI.2

KoHTposIb  1IEOCTHOCTH  TMEPCOHAIBHBIX  JAHHBIX,
comepxammxcs B 0a3ax JaHHBIX HHPOPMAIMOHHOMN
CHUCTEMBI

OILJL3

O0ecnieueHue BO3MOKHOCTH BOCCTAHOBJICHUS
HpOFpaMMHOFO O6CCHC‘I€HI/I$I, BKJIFO4Yas HpOFpaMMHOG
oOecrieyeHre CpPEJICTB 3alluThl HH(DOPMALIMH, IIPH
BO3HUKHOBCHHNU HCHITATHBIX CI/ITyaIII/Iﬁ

OLJL.4

OOnHapyxeHue M pearupoBaHHE Ha TOCTYIUICHHE B
WH()OPMALIMOHHYIO  CHUCTEMY  He3alpallluBacMbIX
ANEKTPOHHBIX COOOLIEHUH (THceM, JOKYMEHTOB) H
uHOM  wmH(pOpMammMM,  HE  OTHOCSIIUXCS K
(YHKIIMOHUPOBAHUIO  HMH(DOPMAIIMOHHOW  CHCTEMBI
(3amuTa OT crama)

OLL5

KouTpons conepkanus mHpopMaluu, neperaBaeMoit
u3 UHGQOPMALMOHHOW CHCTEMbl (KOHTEHHEpPHBIH,
OCHOBaHHBII Ha CBOMCTBaX 00bEKTa AOCTYMA, U (UITH)
KOHTEHTHBIW, OCHOBAHHBIN Ha IMOUCKE 3alPEIIEHHON K
nepeaaye HHGOpPMAIUK C UCTIOIb30BaHUEM CHTHATYP,
Macok W HHBIX METO/OB), U  HCKIIOYEHHE
HEMpaBOMEpPHOM  mepenaud  MHGopManmuu U3
MH(OPMALIMOHHON CUCTEMBbI

OLJIL.6

OrpanuueHuve IMpaB IOJb30BaTeIe MO  BBOJY
uHpopMalnuu B HHYOPMAITMOHHYIO CUCTEMY

OLUJL.7

KOHTpOJ'IB TOYHOCTH, TIIOJIHOTBI W TIPABUIIBHOCTH
JaHHBIX, BBOIUMBIX B I/IH(l)OpMaL[I/IOHHYIO CUCTCMY

OLULS8

KoHTponb ommOOYHbIX AEHCTBHI MOJb30BaTENel MO
BBOJAY U (MJM) Tepenade NEpCOHATbHBIX JAaHHBIX U
MpEeAYNPEXKACHUE TOJab30BaTeNied 00 OMMOOYHBIX
JNENUCTBUAX

X. O6ecrnieyeHue JOCTYITHOCTH TEPCOHATBHBIX JaHHBIX

(OAT)

OAT.1

I/ICHOHB3OB3HI/IG OTKaSOYCTOfI‘—IHBBIX TCXHNYCCKHUX
CpEJICTB




OJIT.2

PesepBupoBanme TEXHUYECKUX CPEICTB,
MPOrPaMMHOTO OOECIeUeHHUsl, KaHaJOB Iepeaadn
nHpopManuu, CpeICTB obecrieueHus

(GyHKIMOHUPOBAHUS HH(POPMAITHOHHON CHCTEMBI

OJIT.3

KonTpoib 0€30TKa3HOTO (yHKIIMOHHPOBAHUS
TEXHUYECKUX CPEACTB, OOHApYKEHHE M JIOKAIHU3ALUs
0TKa30B (YHKIIMOHUPOBAHUSA, MPHUHITHE Mep IO
BOCCTAHOBJICHHIO  OTKAa3aBIUIMX CPEACTB U  HUX
TECTUPOBAHUE

OAT.4

[lepuoauueckoe pe3epBHOE KOIMPOBaHUE
MEPCOHANBHBIX JaHHBIX Ha pPE3epBHBIC MAIIMHHBIE
HOCHUTEJH MEPCOHATBHBIX JaHHBIX

OJT.5

O0ecnieueHue BO3MOKHOCTH BOCCTAHOBJICHUS
HepCOHaJII)HI)IX IOTAaHHBIX C pe3epBHI>1x MAalINnHHBIX
HOCHTEJCH TEpPCOHATBHBIX JaHHBIX  (PE3EPBHBIX
KOIMH) B TEUYEHHWE YCTAHOBJIEHHOTO BpPEMEHHOIO
HHTEpBaJia

XI. 3amura cpensl Buptyanusanuu (3CB)

3CB.1

Unentudukanuss u  ayreHTHQHUKAIHMA CyOBEKTOB
JocTyna M OOBEKTOB JOCTyNa B BUPTyaJbHOU
UH(QpaCcTpyKType, B TOM 4YHCIE aJMHUHHCTPATOPOB
YIIPaBJIEHMS CPEACTBAMU BUPTYyaIU3alluu

3CB.2

VYrpaBnenue J0CTynoM CyOBEKTOB JIOCTyna K
00BEKTaM JIOCTYyTa B BUPTYyalIbHON HHAPACTPYKTYpE, B
TOM YHCJI€ BHYTPU BUPTYaIbHBIX MaIllH

3CB.3

Peructpanust coObiTuii 6€30MaCHOCTH B BUPTYaJIbHOU
UH(ppacTpyKType

3CB.4

VYnpasnenue (punpTpanms, MapLIpyTU3ALK,
KOHTPOJIb COEIMHEHNUS, OJTHOHANPABJICHHAs TTepeiaya)
MOTOKaMH  WHGOpPMAIUA  MEXAY KOMIIOHEHTaMH
BUPTYQIbHOM  WH(PACTPYKTyphl, a Takke T0
MEPUMETPY BUPTYaTbHOU HHPPACTPYKTYPHI

3CB.5

JloBepeHHas 3arpy3ka CEpPBEpPOB BUPTyalU3aluu,
BUPTyaJlbHOW MalIMHBI (KOHTEWHepa), CepBEepOB
YIIPaBIICHUSI BUPTYyaI3alUeil

3CB.6

VYrpaBineHue mepeMeneHneM BHUPTYAIbHBIX MaIluH
(KoHTEHHEPOB) U 00pabaTHIBAEMBIX HAa HUX JTAHHBIX

3CB.7

KonTponb LETOCTHOCTH BUPTYaJIbHOU




HH(PPACTPYKTYPHI U €€ KOHPUTypaIui

3CB.8

Pe3epBHOE KONMpOBAaHUE [AHHBIX, PE3EPBUPOBAHUE
TEXHUYECKUX CPEJACTB, MPOrPaMMHOIO 0OecreyeHUs
BUPTYyaJbHOW HMH(PACTPYKTYphl, a TaKKe KaHAJIOB
CBSI3U BHYTPU BUPTYaJIbHON MH(PPACTPYKTYPHI

3CB.9

Peanu3zanus u yrpapiieHue aHTUBUPYCHOM 3alIUTON B
BUPTYaJIbHOU HH(PPACTPYKTYpE

3CB.10

PazObuenne BupTyanbHOW  HMHOPACTPYKTYpHl  HA
CErMEHTBI (cermeHTHpOBaHKE BUPTYaIbHOU
UHOPPACTPYKTYPHI) UIsI OOpabOTKM TEepCOHATBHBIX
JTaHHBIX OTJIEJIEHBIM TOJIb30BaTENIeM U (MJIH) TPYIION
I10JIB30BATEIECH

XII. 3amuta Texuudyeckux cpeacts (3TC)

3TC.1

3amura uH(popManuu, oOpabaTbIBacMOi
TEXHUYCCKHMMHU CpPEJCTBaMH, OT €€ YTCUKH IO
TEXHUYCCKUM KaHaJlaM

3TC.2

Opranuzanys KOHTPOJUPYEMOW 30HBI, B Ipejaenax
KOTOPOM IOCTOSIHHO Pa3MEIAloTCs CTal[lOHapHBIE
TEXHUYECKUE CpEJICTBa, oOpabaTsIBarolne
nH(pOpMalMIO0, U CpelcTBa 3alMThl HUH(pOpManuu, a
TaKXe cpeJcTBa obecneueHus: PyHKIIMOHUPOBAHUS

3TC.3

KoHnTpons u ymnpaBneHue (QpU3MUECKUM JIOCTYIIOM K
TEXHUYECKUM  CpEJICTBaM, CpEACTBaM  3alllUThI
uH(popManuu, cpencTBam obecrieyeHust
(YHKIMOHMPOBAaHUS, a TakKe B TIOMEIICHUS U
COOpYXKE€HHs, B KOTOPbIX OHHM  YCTAHOBJICHHI,
UCKJIIOYAIONINEe HECAaHKIIMOHUPOBAHHBIN (PU3NUECKUIM
JOCTYI K cpeacTtBaM 00paOoTku HMH(OpMaIu,
CpEeICTBaM 3alllUThl HMHQPOpPMAIMU U CpEACTBaM
obecriedeHrss GyHKIMOHUPOBAHUS MH(OPMAIIMOHHON
CHCTEMBI, B TIOMEIICHUSI U COOPYKEHHS, B KOTOPBIX
OHHU YCTaHOBJICHBI

3TC4

Pa3memienue ycTpoHcTB BbIBOJA (OTOOpaXkeHUSs)
uHpopManuy, HCKJIIOUarouiee ee
HECAHKIIMOHUPOBAHHBINA TIPOCMOTP

3TC.5

3ammTa OT BHEMIHUX BO3JCUCTBUHN (BO3IEHCTBUIA
OKpYy>Karoleu cpenpl, HECTaOUILHOCTH
ANEKTPOCHAOKEHUS, KOHIUIIMOHUPOBAHUS U HMHBIX
BHEIIHUX (haKTOPOB)




XIII. 3amuTa nHGOPMAITMOHHONW CHCTEMBI, €€ CPEJICTB,
cUCTEM CBs3U U niepenaun qaHubix (31C)

3UC.1

Paznenenne B mH(pOpMAIMOHHONW cucTeMe (YHKIMNA
1o yIIpaBJICHUIO (aIMMHHUCTPUPOBAHUIO)
MH(POPMAIMOHHOM CHUCTEMOH, yIIPaBICHUIO
(aAMHUHMCTPUPOBAHUIO) CHUCTEMOM 3aLUThI
NEPCOHATBHBIX JaHHBIX, (QYHKUMH 1O 00paboTke
NEPCOHAJbHBIX  JAHHBIX WM HMHBIX  (QYHKUMH
MH(POPMALIMOHHON CUCTEMBI

3UC.2

[IpenoTBpaiieHue  3aA€pKKA  WIM  [PEPHIBAaHUS
BBITIOJIHEHUS TPOLIECCOB C BHICOKUM MPUOPUTETOM CO
CTOPOHBI IPOLIECCOB C HU3KUM NIPUOPUTETOM

3UC.3

ObecrieyeHre 3alIMThl MEPCOHAIBHBIX JAHHBIX OT| +
packpbITusi, MoAU(UKAIMM W HaBA3BIBaHUA (BBOJA
JIO’)KHOUM WH(pOPMAITUH) TIpH ee Tiepenade (MoAroTOBKE
K Iepeiaye) 1o KaHajliaM CBS3M, UMEIOIIMM BBIXOJ 3a
MpeAesibl  KOHTPOJUPYEeMOW 30HBI, B TOM YHCIIE
OecrpoBOHBIM KaHaJaM CBSI3U

3UC.4

ObecnieueHne TOBEpEHHbIX KaHaja, MapLIpyTa MEXAY
aJIMUHUCTPATOPOM, II0JIb30BaTE€IeM U CpEACTBaMHU
3amuThl MHGopManuu (pyHKIMAMH O€30MaCHOCTH
CPEeACTB 3alUThl HH(OPMAIIUN)

3UC.5

3anper HECaHKI[MOHUPOBAHHON YAAJIEHHOU
aKTHBAallUM BHJEOKaMep, MHUKPO(GOHOB U HHBIX
nepu@epuiHbIX  YCTPOMCTB,  KOTOpbIE  MOTYT
AKTUBUPOBATHCS yIaJIEHHO, u OIOBEUIEHHE
10JIb30BaTese 00 aKTUBALIMU TaKUX YCTPONCTB

3UC.6

[lepenaua u KOHTPONb ILEJIOCTHOCTH AaTpUOYTOB
0e30MacHOCTH (METOK O€30MaCHOCTH), CBS3aHHBIX C
NEePCOHATBHBIMH JAHHBIMU, TP OOMEHE UMH C MHBIMU
MH(OPMALIMOHHBIMU CUCTEMaMU

3UC.7

KoHTpoib CaHKIIMOHMPOBAHHOTO M HCKIIOYEHHE
HECaHKLMOHUPOBAHHOTO MCIOJIb30BAaHUS TEXHOJIOTHI
MOOUJIBHOTO KOJla, B TOM UHCJIE€ perucrpamus
COOBITHH, CBSI3aHHBIX C UCIOJIB30BAHUEM TEXHOJIOTUI
MOOUJIBHOTO KOJAA, MX aHalu3 M pearupoBaHHE Ha
HapylIeHUs,  CBsI3aHHbIE  C  HCIOJIb30BaHUEM
TEXHOJIOTUH MOOUIIBHOTO KOJIa

3UC.8

KOHTpOib CaHKIMOHMPOBAHHOTO M  HCKIIOUEHHUE
HECaHKLIMOHUPOBAaHHOT'O HCIOJIb30BAaHUSA TEXHOJIOTHHI
nepefayd pedr, B TOM YHCIE PEerucTpanusi COOBITHH,




CBSI3aHHBIX C MCIIOJIb30BAHUEM TEXHOJIOTMH Iepefadn
pedyM, UX aHAIM3 M pEearupoBAHME HA HapYILICHWS,
CBSI3aHHBIE C HCIIOJIb30BAHUEM TEXHOJIOTHUH Iepefadn
peun

3UC.9

KoHTposib  CaHKIIMOHMPOBAHHONW M  HMCKIIOUEHHUE
HECaHKIIMOHUPOBAHHOU nepegadu
BuAcoMH(OpMAIMM, B TOM YHCJIE€ PETHCTpaIUs
COOBITHI, CBSI3aHHBIX c nepeaayuei
BHIcOMH(OpMAIIMK, WX aHAJIW3 W pearupoBaHUE Ha
HapyLIEHUS, CBSI3aHHBIE c nepenayen
BHIeOMH(OpMaIuu

31C.10

[ToarBepxknenue MIPOUCXOXKACHUS MCTOYHHUKA
uH(pOpMaLIUY, TTOTy4aeMOM B MPOIECCEe OMpPEIeTICHHUS
CETEBBIX QJpPEecOB IO CETeBbIM HMEHAM  WJIH
OTIpe/ieNICHUs] CETEBBIX UMEH IO CETEBbIM aJipecam

31C.11

OOecnieueHne MNOJUIMHHOCTU CETEBBIX COEIUHEHUN
(ceaHCOB B3aMMOJAEUCTBUS), B TOM YUCIIE JUIs 3aIUTHI
OT IIOJMEHBI CETEBBIX YCTPONCTB U CEPBUCOB

3UC.12

Hcknrouenue BO3MOXKHOCTH OTpULIAHUS
noip30oBarereM (akra OTHPaBKH  MEPCOHAIBHBIX
JAHHBIX IPYTOMY I10JIb30BaTEIIO

31C.13

Hckmouenune BO3MO>XHOCTH OTpULIAHUS
nojp3oBareneM (¢akra IOJyYeHHsS NEepCOHAIbHBIX
JAHHBIX OT IPYrOro MOJIb30BATENs

31C.14

Hcnonb30BaHne YCTPOWCTB TEPMUHAIBHOTO JIOCTYTIA
JUTs1 00pabOTKY MEPCOHANBHBIX JAaHHBIX

3UC.15

3amuTa apXMBHBIX (DaijIoB, MapaMeTpOB HACTPOUKHU
CpeACTB 3allluThl HHGOpPMALMK U TMPOrPaMMHOIO
oOecriedeHnss M WHBIX JAHHBIX, HE TOJUICKAIIIX
M3MEHEHHMIO B Iporecce 0O0pabOTKM MEepCOHANTbHBIX
TAHHBIX

3UC.16

BeisaBienue, aHaIu3 u OJIOKMpOBaHUE B
MH(OPMALIMOHHOW  CHUCTEME  CKpBITBIX  KaHAaJOB
nepefayu nHGopMauu B 00X0J peaTn30BaHHBIX Mep
WY BHYTPHU Pa3pelIeHHBIX CETEBBIX MPOTOKOJIOB

3UC.17

Pa3ouenune nHpOpMaIMOHHON CUCTEMBI HAa CETMEHTHI
(cermeHTHpOBaHME HMH(POPMALIMOHHOW CHUCTEMBI) HU
obecriedyeHre  3allUThl  TMEPUMETPOB  CETMEHTOB
MH(POPMAITMOHHON CUCTEMBI




3UC.18

ObecneueHne 3arpy3Ky U UCTIOJHEHHS IPOTPAMMHOTO
o0ecrieyeHrs: ¢ MalIMHHBIX HOCUTENEH TIepCOHANTBHBIX
JAHHBIX, JOCTYIHBIX TOJBKO AJISl YTEHUS, U KOHTPOJIb
LEJIOCTHOCTHU IaHHOTO MPOTrPaMMHOI0 00ecIIeueH s

31C.19

M3onsauust mpoiieccoB (BBINOJHEHUE MPOrpamMm) B
BBIJICTICHHOW 00J1aCTH MaMsTH

31C.20

3amuTa 0eclpOBOJHBIX COEAMHEHUM, IPUMEHSIEMbIX B
MH(POPMAIIMOHHOH cUCTEMe

XIV. BrisiBieHUE HHIIMACHTOB U pEarupoBaHKUe Ha HUX

(MHLL

WHIL 1

OnpeﬂeneHI/Ie Jun, OTBCTCTBCHHBLIX 34 BbIIBJIICHUC
HHOUACHTOB U pCarupOBaHUeC Ha HUX

WHIL.2

ObnapyxeHue, UICHTHPHUKAUS ¢  PETUCTpalus
WHITUICHTOB

MHIL3

CBoeBpeMEHHOE UH(POPMHPOBAHNE iy,
OTBE€TCTBCHHBIX 3a BBISIBJICHHUEC HMHIUJICHTOB u
pearupoBaHue Ha HUX, O BOSHUKHOBEHHH UHIIUACHTOB
B HMH(DOPMAIIMOHHOW CHCTEME IIOJIb30BATEISIMU U
aIMHHUCTPATOpaMU

WHIL.4

AHanu3 WHUUJEHTOB, B TOM YHCIE ONpPEAENICHUE
HWCTOYHHUKOB Y IPUYUH BOZHUKHOBEHUSI HHIIUJAEHTOB, a
TaK)Xe OLlEHKa UX IMOCIEeACTBUN

WHILS

[IpunstTe Mep 1O YCTPAaHEHUIO IOCJIEICTBUI
WHIMICHTOB

MHIL6

[InanupoBaHue U NPUHATHE MEP 10 IPEAOTBPALIEHUIO
ITOBTOPHOT'O BO3HUKHOBEHHMSI MHIUICHTOB

XV.

VYnpasnenue

KOH(pUryparueit ”HPOPMAIIMOHHON CUCTEMBI i CUCTEMBI 3aIUTHI IIEPCOHATBHBIX

naHHbIx (YK®)

YK®.1

OmnpeneneHne aun, KOTOPBIM pa3penieHbl JEHCTBHS 110
BHECECHUIO WU3MEHEHUN B KOH(UTyparuio
MH(OPMALIMOHHOW CHCTEMbl W CHCTEMbI 3alllUThI
MIEPCOHANIBHBIX JaHHBIX

YK®.2

VYmpasnenue N3MEHEHUSIMHA KOH(UTypauu
MH(POPMAIIMOHHON CHCTEMBl M CHCTEMBl 3alllUThI
MEPCOHAIBHBIX TAaHHBIX

VK®.3

AHaIM3 MOTEHIIMAIBHOTO BO3ACHCTBUS TUTAHUPYEMBIX
W3MEHEHWH B KoHpurypauuu WHHOPMAITMOHHON




CHCTEMBI ¥ CUCTEMBI 3aIlIUTHI MEPCOHATBHBIX JAHHBIX
Ha o0ecreueHue 3allUThl MMEePCOHATBHBIX JaHHBIX H
COTJIACOBaHWE  W3MEHCHMH B  KOH(HTrypamnuu
MH()OPMAIIMOHHONW CUCTEMBI C JIOJDKHOCTHBIM JIUIIOM
(pabOTHUKOM), OTBETCTBEHHBIM 3a oOOecIeueHue
0€30MMacCHOCTH MMEePCOHATBHBIX JTAaHHBIX

YK® 4

JlokymeHnTupoBanre uHbopmanuu (DaHHBIX) 00
M3MEHEHHSIX B KOHOUrypanmuu HH()OPMAIMOHHON
CHCTEMBI U CUCTEMBI 3aIllUThI TIEPCOHANBHBIX JIaHHBIX

"+" - Mepa o obecrieueHuI0 0€30MMaCHOCTH IEPCOHATBHBIX JaHHBIX BKIIIOUEHA B 0a30BBIi HAOOp MEP

AJI1 COOTBECTCTBYIOLIETO YPOBHA 3allIUIIICHHOCTU MEPCOHAJIbHBIX TaAHHBIX.

Mepsl o obOecrieueHHI0 OE30MaCHOCTH TIEPCOHANBHBIX JTAaHHBIX, HE 0003HAYCHHBIE 3HAKOM '+,
MPUMEHSIFOTCS TIPU afanTaiuuyd 0a3o0Boro Habopa Mep U YTOYHEHHH aJlallTUPOBaHHOTO 0a30BOro Habopa
Mep, a TaKKe MpH pa3padOTKe KOMIICHCUPYIOIIUX MEp MO OO0ECIEUeHHIO 0€30MaCHOCTH MEePCOHATBHBIX

JaHHBIX.




